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Abstract The mathematical formal methods for operating system design and verification achieve
high assurance of system security. The existing formalization research works in the scope of
operating system mainly focus on showing that an implementation complies with the program
correctness in the code-level verification. In this paper, we propose a method for formal design
and verification. We adopt the operating system object semantics model (OSOSM) for formal
modeling of the system design, and analyze and define the security requirements using higher-
order logic (HOL) with temporal logic (TL). We view OSOSM as the link between system
design and formal verification, and take the self~implemented and verified trusted operating
system (VTOS) as an example to illustrate formal design and analysis of security requirements.
Meanwhile, we use the theorem prover Isabelle/ HOL to verify the consistency between system

design and security requirements, and show that VTOS achieves the desired security.
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Isabelle/ HOL
]. H 5 ’
(Operating System, OS)
’ b 2
. OSOSM .
(1] OSOSM (1s) )
NICTA selL4
[1.4] Haskell™ , ,
Isabelle/ HOL . sel4 . OSOSM
81, Verisoft 21 OS
(pervasive formal verification) , OS
bl , . . 0S
L1o] Shao Flint ,
ts] ’ N
g ,OS
, ( ) )
) ( ) 0OSOSM
, 2.2 OSOSM
OSOSM )
) (ON
, (Operating System Object OSOSM . .
Semantics Model, OSOSM) ! )
, (Temporal Logic, ,OSOSM
TL)M (Higher-Order Logic, HOL)M N
(Verified Trusted Operating System, VTOS) ,
s Isabelle/HOL
e ,OSOSM
2 VTOS ,
(ON) ;3
ON} )
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, VTOS
VTOS OSOSM VTOS
VTOS oS, , N
VTOS (secure kernel) VTOS OSOSM 1 .
s N . ,  VTOS ,
1 VTOS OSOSM
221 p sendto ;
@) @ state= ( pset, process q,sys buffer,
M, intr source,next running proc) ., pset
@) message = (m source,m type,m content), , process q ssys buffer
m source .m type Jinlr source snext running
sm content B proc H
@ process = (proc nr,p messbuf, @ S, S state

p rts flags,p getfrom,p sendto), proc nr

,p messbuf ,p rts flags

, RECEIVING  SENDING;

p getfrom ;
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) ) w
s pl p2 s pick proc:
w w.next running proc ‘= head s.process q
. head
send pl p2. ©)
w.pset. p2.p messbuf = VTOS s
s.pset.pl.p messbu f )
if s.pset.p2.p rts flags=RECEIVING N\ VTOS
(s.pset.p2.p get from=ANYV , , VTOS
s.pset.p2.p getfrom=pl) ,
invariable if other
s p2 p1 s
, w s w

receive p2 pl.
w.pset.p2.p messbuf =
s.pset.pl.p messbuf
if s.pset.pl.p ris flags=SENDING N\
s.pset.pl.p sendto= p2
invariable if other

@

VTOS schedule,
dequeue  pick proc
schedule
K P

w .
schedule p .
w. process q ‘= s.process q U {[)}

dequeue

dequeue p ;
w. process q = s.process g\{p}
pick proc

, pick proc ,
CPU )
state next running proc
. VTOS

next runming proc

interrupt handle:
w.sys buf fer =
data from disk if s.intr source=INTR DISK
Jdata from input
if s.intr source=INTR KEYBOARD
anariable if other
data from disk

from input

sdata

2.2 2
,  VTOS
VTOS ,
(D
M,
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@ MZ Ml H
@ process. process
p lastcall,s notify pending s msg pending.

p lastcall

s process
p lastcall . p lastcall=
(nr sys call,result), nr sys call
s SEND.,RECEIVE NOTIFY ; result
, ELOCKED(
), OK( s
)ss notify pending

35 msg pending

(2)
send ,
noti fy  receive.
@® send.
s p1 p2
, w . send
1. p2 s
pl, . ,
state : pl
p lastcall (SEND,ELOCKED),

’

w. pset.pl.p lastcall := (SEND,ELOCKED)
1. p2 ,
ANY pl,

’ ]DZ ’

p2 .

w. pset.pl.p lastcall == (SEND,OK)
w.pset.p2.p messbuf ‘=s.pset.pl.p messbuf
w. pset.p2.p rts flags =
s.pset.p2.p rts flags —RECEIVING
schedule(p2)
iii. )
pl s
pl p2
(s msg pending ),

w.pset.pl.p lastcall := (SEND,OK)

w.pset.pl.p rts flags =
s.pset.pl.p rts flagst+SENDING

w.pset.pl.p sendto ‘= p2

w. pset.p2.s msg pending =
s.pset.p2.s msg pending Fpl

dequeue(pl)
@ noti fy.
s p1 p2
, w .notify
1. p2 s w.pset.
p2.p rts flags=RECEIVING, pl
ANY, pl P2, p2
s P2 )

w.pset.pl.p lastcall := (NOTIFY,OK)
w.pset.p2.p messbuf = (pl,Notify,NULL)
w. pset.p2.p rts flags :=

s.pset.p2.p rts flags —RECEIVING
schedule(p2)

1. p2 )

, p2 s
p2 s notify pending
p1 .
w.pset.pl.p lastcall == (NOTIFY,OK)
w.pset.p2.s notify pending ‘=
s.pset.p2.s notify pending #pl

@ receive.
s p2
, w
receive
1. p2
; . p2

s notify pending .s notify pending

’

w.pset.p2.p lastcall := (RECEIVE,OK)
w.pset.p2.p messbuf =
(head s.pset.p2.s notify pending,Notify,NULL)
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w.pset.p2.s notify pending ‘= 2 2.3
tail s.pset.p2.s notify pending
, tail ;
il. p2 , s
p2 , p2.s msg
pending . ) (D
p2 (p getfrom ) ANY, M, :
; , @ M, M, ;
s msg pending D @) process. process

w.pset.p2.p lastcall := (RECEIVE,OK)
w.pset.p2.p messbuf =
w. pset.Chead s. pset. p2.s msg pending).p messbuf
if s.pset.p2.p getfrom=ANY
w. pset.(s.pset.p2.p getfrom).p messbuf
if s.pset.p2.p getfromZANY N\
s.pset.p2.p getfrom€Es. pset. p2.s msg pending

invariable if other

w. pset. (head s.pset.p2.s msg pending).p rts flags =
w. pset.Chead s.pset. p2.s msg pending).p rts flags
— RECEIVING
if s.pset.p2.p getfrom=ANY
w. pset.(s.pset. p2.p getfrom).p rts flags =
s.pset.(s.pset.p2.p getfrom).p rts flags
— RECEIVING
if s.pset.p2.p getfromZANY N
s.pset.p2.p get fromECs.pset. p2.s msg pending
schedule(head s.pset.p2.s msg pending)
il s.pset.p2.p getfrom=ANY
schedule(s.pset. p2.p get from)
if s.pset.p2.p getfromZANY N\
s.pset.p2.p getfromEs. pset. p2.s msg pending
w.pset.p2.s msg pending ‘=
tail s.pset.p2.s msg pending
if s.pset.p2.p getfrom=ANY
s.pset.p2.s msg pending\s.psel.p2.p getfrom
if s.pset.p2.p getfrom#=ANY N
s.pset.p2.p getfromEs. pset. p2.s msg pending

invariable if other

i, »2
) p2 .
w.pset.p2.p lastcall := (RECEIVE,OK)
w.pset.p2.p rts flags =
s.pset.p2.p rts flagst+RECEIVING
dequeue(p2)

:p priority P ticks left.p priority
,VTOS 16
, 0~15,0 3D ticks left

b

@ state, state

s prev proc,

5

@ ; state
process q s
, process q
b
b
’ ’
(2

b

schedule, dequeue  pick proc.
schedule.
,schedule
s , “ p
”» s w

. schedule
@ p D ticks left o

p ’ P

p priority
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w. process q s.pset.p.p priority ‘= , pick proc
p & (s.process q s.pset.p.p priority) ,
if s.pset.p.p ticks leftr#0 , .
® p P ticks left 0, s CPU
p (proc nr=>0), , w
CPU (w. prev proc=p), pick proc:
b (p priority<15) w.next running proc ‘= pick ps 015
, D , VTOS pick pt begin end
1 , p pick pt begin end ‘=
) : pick pt (begint1) end
w.pset.p.p priority :=s.pset.p.p priority+1 if 1. process q begin=NULL A begin<end
w. process q (s.pset.p.p priority+1):= head (z.process q begin)
(s.process q (s.pset.p.p priority+1)) #p if 7. process q beginANULL
if s.pset.p.p ticks left=0N\ IDLE if other

s.pset.p.proc nr=>0\
s.prev proc=p N\ 3 VTOS
s.pset.p.p priority<15

(©) b p ticks left 0, VTOS ,
p (proc nr=>0),
p CPU .
(w.prev proc#p), P VTOS ,
(p priority>>0) , P .
, VTOS 1 ) N . ,
p ,
w.pset.p.p priority ‘=s.pset.p.p priority—1 s
w. process q (s.pset.p.p priority—1):= R s
(s.process q (s.pset.p.p priority—1)) #p
if s.pset.p.p ticks lefr=0N . ,

s.pset.p.proc nr=>0/\
s.prev procFEp N\

s.pset.p.p priority>0 ,
@ ; » .
p priority s s
w.process q s.pset.p.p priority = s
(s.process q s.pset.p.p priority) #p if other , VTOS
dequeue. . .
»dequeue OSOSM (Higher-Order Logic, HOL)
w. process q s.psel.p.p priority = (simple type theory) A
(s.process q s.pset.p.p priority)\p (typed lambda calculus) .,
pick proc. pick proc . 2 , VTOS

, VTOS



1089

31
(Linear Temporal Logic, LTL)
(Computation Tree Logic, CTL).
LTL ( )
;CTL
(branching-time) ,
., OSOSM
VTOS
s SOTRSITSy RS> S T>S .
SoTFSI Tz Sy TS5 TS >S5 .
S0 ="55.
VTOS
CTL  VTOS
CTL :
A/E G/F/X. 0
) A/E :
s =A0 “ s ;
) 0 ?5
s =E0 “ s s
) 0 ?y
@ )
) G/F/X :
s =Fgp “ s ,
, ¢ ?s
s =Go “ s ,
; @ 75
s =Xg “ , s
, ¢ 7
2
CTL “

2
7 , ) “svaction FB”
“ .
s action s
B” , s
action , 3
3

s VTOS
32

@) send

VsES, pliiprocess, p2 . iprocess.(s,(send pl p2) |
EF (Aw ::state.w.pset. p2.p messbuf=
s.pset.pl.p messbuf)) (D)
A
, notify

VsES, pl:iprocess, p2 . :process. (s, (notify plp2) |
EF (Aw ::state.w.pset. p2.p messbuf=
(pl,Notify ,NULL))) (¢2)
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receive , N s0 ):AG(908) (D)
s (pl §02 3. 5
receive s .
(2) s0 , O O ,
1 . : s0 =AG (@l N2 Npd Npd Ngb Np8)  (¢10)
SOEEAG(pl A ¢2) (¢3) 50
33 : . VTOS
(D TPM .
schedule VTOS thoot . VTOS
Vs€S, piiprocess. (s, (schedule p) |
AX (Aw :istate. 31.0=i<{15 A
pE (w.process qi))) (p4) 4 VTOS
dequeue
VTOS
: 2, OSOSM VTOS
Vs€S, piiprocess.(s,(dequeue p) ’ ’ 0SOSM
AX Qw :istate. Vi.0<i<<15— 5
p& (w.process q i))) (¢5) '
P& (w proc.e;es ¢t ¢ Isabelle/ HOL
pPicrR  proc . 3 (D
CPU
Isabelle/HOL 2 OSOSM
’ ;(2)
VsES.(s, pick proc F
.. ) Isabelle/ HOL 3 (3)
AX QQw . :state.w.next running proc=
pick p s 015)) (g6) '
2) 50 .50 4.1 Isabelle/HOL
Isabelle/HOL
1 . : . Isabelle )
50 ':AG(gD4/\905/\§06) () ’
3.4 . Isabelle/HOL
%)) ) (functional
, programming)
. Isabelle/ HOL (type system) ,
VsES. (s, interrupt handle | (type variable) ‘as’b
AX Qi state. ; (term)  xila, x
(s.intr source=INTR DISK — a : :
w.sys buf fer=data from disk)\ 3 : types, datatype record. types
(s.intr source=INTR KEYBOARD— ,  types pid=int,
w.sys buffer=data from input))) (¢8) pid ; datatype

(2) 50 , 50

datatype msg=m 1|m 2|m 3|m 4]
m 5|m 6| Notify
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VTOS 6 datatype rtsflag=
s, m l~m 6  Notify RECEIVING|SENDING|NULL
record s datatype data=data from disk|data from input
221 , types pid=int
record message=m source .. pid types intr=INTR DISK|INTR KEYBOARD
m type:..msg record message=m source . pid
m content . .string m typeiimsg
message 3 . source m content . .string
s pid , sm type record process= proc nr . pid
s msg, msg p messbuf :imessage
, datatype sm content p rts flagsilirtsflag
, string. m p getfrom " pid| ANY"
message s m source m p sendto:pid
m  m source record b lastcall ::

s m (|m source=2,m type =

m 1,m content= “request”|),

m (| m content := “ack” | ), m
m content “ack”,
, ==
glx=y), g «x ¥
, “As.Ps}”
, P;
“o , “—A” A
Isabelle/ HOL lambda ,
Y=CUX.C , XY s
“2X.CUX” Y
Isabelle/ HOL (relation) 2
(pair) . (converse)
(a.b)eEM "= a)EM, M M
; (reflexive transi-
tive closure) M* .
“  (image)” , “M” A” ,
be(M"A)=3Fa€EA.(a. ) EM, “M"A”
A M 2 2
VTOS 0OSOSM
Isabelle/HOL .
4.2 OSOSM Isabelle/HOL
421
2 VTOS )

Isabelle/ HOL

" (SEND|RECEIVE|NOTIFY) X
(ELOCKED|OK)"
s notify pending " pid list'
s msg pending " pid list'
p priority :inat
p ticks left..nat
record state= pset . " pid =>> process"
process q . nat=>>pid list'
sys buf feri.data
intr source..intr
next running proc:.pid
prev proc . pid

S state set'

yrisflag ;
intr , INTR DISK
INTR KEYBOARD; p lastcall
, 2
, 1 SEND|RECEIVE|NOTIFY, 2
ELOCKED|OK.
4. 2.2 VTOS
2 VTOS
Isabelle/ HOL
(D
PCB
PCB
. VTOS “
7, Isabelle 3
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definition SysSend ::" pid=>>pid =>>state=">staté' where
" SysSend pl p2 s =
(let newpl 1={(pset s) pl (| p lastcall :=(SEND,ELOCKED)|);
newpl 2= (pset s) pl (| p lastcall :=(SEND,OK) |);
newpl 3= (psets) pl (|p lastcall :=(SEND,OK),p rts flags :=SENDING, p sendto :=p2|);
newp?2 1= (pset s) p2 (| p messbuf:= (p messbuf ((psets) pl)),p rts flags :=NULL|);
newp?2 2= (pset s) p2 (|s msg pending = (s msg pending ((psets) p2))@(pl=E[ D)
in ( if prts flags ((psets) p2) =SENDING A\
p sendto ((pset s) p2)=pl then s (| pset := (pset s) (pl:=newpl 1))
else (if p rts flags ((psets) p2) =RECEIVING A\
(p getfrom ((pset s) p2)=ANY\ p getfrom ((psets) p2)=pl)
then SysSchedule p2 (s (| pset := (pset s) (pl : =newpl 2,p2 :=newp2 1)|))
else SysDequeue p1 (s (| pset == (pset s)(pl :=newpl 3,p2 :=newp2 2) D))

definition SysNotify : " pid=">pid =">state=">staté' where
" SysNotify plp2 s=
(let newpl=(pset s) pl (| p lastcall := (NOTIFY,OK)|);
newp2 1= (pset s) p2 (| p messbuf := (|m source=pl,m type=Notify,m content=NULL|),
p rts flags =NULL|);
newp? 2= (psets) p2 (|s notify pending := (s notify pending ((psets) p2))@(plE[ D)
in ( if p res flags ((psets) p2) =RECEIVING A\
(p getfrom ((psets) p2)=ANY\ p getfrom ((psets) p2)=pl)
then SysSchedule p2 (s (| pset := (pset s) (pl :=newpl, p2 =newp2 1)]))
else s (| pset := (pset s) (pl = newpl, p2 :=newp2 2) )

definition SysReceive :." pid=>> pid =">state=>staté' where
" SysReceive p2 pl s =
(let p1 1=hd (s msg pending ((psets) p2);

newpl 1=((psets) pl 1) (|p rts flags :=NULL|);

newpl 2= ((psets) pl)(|p rts flags =NULL]|);

newp?2 1= (psets) p2 (|p lastcall == (RECEIVE,OK),
p messbuf := (|m source=hd (s notify pending ((psets) p2)),

m type=Notify, m content=NULL|),

s notify pending =tl s notify pending ((psets) p2)|);

newp? 2= (pset s) p2 (| p lastcall :=(RECEIVE,OK),
p messbuf = p messbuf ((psets) (hd (s msg pending ((psets) p2)))),
s msg pending =tl s msg pending ((psets) p2)|);

newp2 3= (pset s) p2 (| p lastcall := (RECEIVE,OK),
p messbuf = p messbuf ((pset s) (p getfrom ((psets) p2))),
s msg pending = filter Qx.x#p getfrom ((pset s) p2))

s msg pending ((psets) p2)|);
newp?2 4= (pset s) p2 (| p lastcall = (RECEIVE,OK),p rts flags :=RECEIVING|)
in (if s notify pending ((pset s) p2)F[ ]
then s (| pset := (pset s)(p2 =newp2 1))
else (if s msg pending ((pset s) p2) [ ]
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then (if p getfrom ((pset s) p2) =ANY
then SysSchedule p1 1 (s (| pset := (pset s)(pl 1 :=newpl 1,p2 :=newp2 2)1]))
else (if p1 mem (s msg pending ((pset s) p2))
then SysSchedule p1 (s (| pset == (pset s)(pl :=newpl 2,p2 =newp2 3)|))
else SysDequeue p2 (s(| pset := (pset s) (p2 =newp2 4)[))))
else SysDequeue p2 (s (| pset := (pset s) (p2 :=newp2 4)[)))))"

» SysSchedule SysDequeue x mem [ |=False
, . Isabelle/HOL “ ? x mem (y #ys)=(if y=2x then True else x mem ys)
filter ) (2)
schedule
filter P [ =1 ] PCB
filter P (x #xs) = (if P x then x £ filter P xs . dequeue
else filter P xs) . pick proc
Isabelle/ HOL “ 7 mem , 2 , Isabelle/
, HOL

definition SysSchedule :." pid=">state=>staté' where
" SysSchedule p s =
(let priority=p priority ((psets) p);
newprocess q 1= (process q s) (priority := p # ((process qs) priority));
newprocess q 2= (process qs)(priority+1:= (process qs) (priority 1)@ (p £ [ D);
newprocess q 3= (process qs)(priority—1:= (process qs) (priority—1D@(p £ [ D);
newprocess q 4= (process q s)(priority := ((process qs) priority) @(p £ [ 1));
newp 1=((psets) p) (|p priority == priority+1|);
newp 2= {((psets) p) (|p priority = priority—1|);
in Cif p ticks left ((pset s) p)70 then s (| process q = newprocess q 1|)
else Cif p=>0A prev procs=p N\ priority<15
then s (| process q = newprocess q 2, pset = (pset s)(p :=newp 1))
else Cif p >0 A prev procs p N\ priority >0
then s (| process q = newprocess q 3, pset = (pset s)(p :=newp 2)|)

else s (| process q == newprocess q 4|)))) )"

definition SysDequeue ::" pid =>>state=">staté' where
" SysDequeue p s=s (| process q:=
(process qs)(p priority ((psets) p):=
filter Qx.x 7 p) ((process qs)(p priority ((psets) p>)))) |

definition SysPick proc:" state=>staté' where

" SysPick proc s=s (|next running proc := pick p s 0 15])"

primrec pick p .l state=">nat=—>nat=—-naf' where
" pick pt begin end = (if (process q t) begin=[ ] N\begin <end then pick p t (begin+1) end
else (if (process q t) begin7[ ] then hd ((process q t) begin)
else IDLE))"
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, primrec Isabelle/ HOL
(3) . Isabelle/ HOL
definition SysInterrupt handle.." state=">staté' where
" SysInterrupt handle s =
s (|sys buf fer == (if (Gntr source s)=INTR DISK then data from disk
else (if (intr source s)=INTR KEYBOARD then data from input
else (sys buffer s))) |
4 3 Isabelle datatype action=send pid pid
3 VTOS | notify pid pid
R Isabelle/HOL | receive pid pid
OSOSM , | schedule  pid

Isabelle/ HOL

(model checking)

(specification) ,

Isabelle/HOL

. VTOS
Isabelle/ HOL .

) VTOS
Isabelle/ HOL
VTOS
, ST
ST " (state X state) sel'
, s2 s1 s
(s1,s2)€& ST.
3

datatype F= Atomic" atomic”" | And F F|
Or F F |Negative F|AG F|EF FI|AX F

F “ Atomic”
“ And”, Or”, “
Negative” AG/EF/AX.
Sat Atomic .
"state=">atomic set', s

Sat Atomic s,Sat Atomics={f.fs=
True};
VTOS .

| dequeue pid
| pick proc pid
| interrupt handle

step

fun step . " state=—>action=">staté' where
“step s (send pl p2)=SysSend p1 p2 ¢
‘step s (notify plp2)=SysNotify plp2 s |

‘step s (receive p2 pl)=SysReceive p2 pl ' |

‘step s (schedule p)=SysSchedule p s |

“step s interrupt handle= SysInterrupt handles"'

T s
primrec sat . state=>>F=>bool' ' =") where
"sE=Atomica =(a€& Sat Atomic s)" |
"sE=And b e =(sE=EbAsE=e) |
"st=Orbe =(sE=bVs=o)|
"sE=Negative d = (T (s =d))" |

"sE=AG f =(Yw.(s,w) ST "> w=f"|
"s=EF f =(Jw.(s,w) EST " Nw k=" |
"sEAX f =(VYw.(s,w) €ST—>w =N

3 . ’
,  Isabelle/HOL

definition step sat ¥ state=">action=—>F =>>bool’
¢, F ") where
“sea Ff =stepsal=f



5

primrec SAT " F=>state set" where
"SAT(Atomic a) = {s.a€ Sat Atomics}" |
"SAT(And bc) =SATbHNSAT " |
"SATOr b ) =SATbUSAT ' |
"SAT(Negative d) =—SAT d" |

"SAT(AG f) = {5.Yw.(s,w) € ST* —
w€E SAT [} |
"SAT(EF f) —lfpX.(ST " XOUSAT 1" |
"SAT(AX f) = {5.Yw.(s,w) € ST—
w€ SAT f}"
SAT.
; AG ,
ST* (
) ; AX
“EF f” .

1095
f ; “SAT f” ,
(base step) ;
X, S
,  “ST VX", (deductive
step) ; , X
“AX. (ST Y X) USAT f” (Least
Fixed Point) ,Isabelle/ HOL Ifp
3 VTOS el
§02 , “EF f ” ,
“EF f” SAT :
- 93,0799, l0 “AG £
Ve
I

f€Sat Atomicu (s,u) &€ ST*

s =EF f

f€Sat Atomic s Yu&€S, v&S.(u,v) €STA f € Sat Atomic u— f&€ Sat Atomic v

(EF-intro)

(AG-intro)

SEAG f
4 VTOS EF/AG
4 4 w . Isabelle/HOL
VTOS , 2 OSOSM :
, 3 VTOS apply(simp add: step sat def sat def SysSend def);
R apply(subgoal tac" w=stept (receive p2 p1)');

1. send apply(blast) ;

OSOSM el apply(simp add: SysReceive def);

lemma Send Effectiveness:
" Vs& S, pliiprocess,p2 i process.
(s, (send p1 p2) F
EF QQw:istate.p messbuf ((pset w) p2)=
p messbuf ((psets) pl)'

“soa b f7
step s
SysSend
. s t( )
recetve p2 pl receive p2 ANY ) t
, 1 w o,

SysSend , SysSend ,

apply(auto) ;
done;
sapply
“sva Ff7
(step sat def)

; simp

(SysSend def)
“w=step t (receive p2 pl)”

s subgoal tac

; blast
(classical reasoning methods) (forward)

sauto ’
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2. noti [y
OSOSM @2

lemma Notify Effectiveness:
" Vs& S,pliliprocess, p2 i process.

(s, (notify pl p2) F

EF Qw:istate.p messbuf ((pset w) p2)=

(pl.Notify,NULL)))"

1. (Message Process

Integrity, MPD). 50 s
sO s

N

theorem MPI.
"0 = AG ((Vs€ S, pl iiprocess, p2 .. process.
(sy(send p1 p2) |
EF QQw :state.p messbuf ((pset w) p2)=

p messbuf ((pset s) pl1)) N\

(Vs&€ S, pliiprocess, p2 .. process.

(ss(notify plp2) F

EF QQw istate.p messbuf ((pset w) p2)=
(pl.Notify,NULL)) )"
1, 2 ,VTOS

sO ’

apply(simp add: step sat def sat def)
apply(blast intro:

Send Effectiveness Notify Effectiveness)
apply(auto)

done

3. schedule
. VTOS
schedule

lemma Schedule Effectiveness:
" Vs&S,pilprocess.
(s, (schedule p) |
AX Qw :istate. Ji.(0<<i Ni<<15 A
p mem ((process qw) i))))"
SysSchedule ., VTOS
CPU

. Isabelle/ HOL

apply(simp add:

step sat def sat def SysSchedule def)
apply(blast)
apply(erule mem def)
apply(best)
done
Isabelle/ HOL

(elimina-

“erule mem def”
list  mem
tion rules) ; best
(best-first search)
(depth-first search)
dequeue
pick proc
4. dequeue

dequeue
lemma Dequeue Effectiveness:
" VsES,piiprocess. (s, (dequeue p) |
AX Quw :istate. Vi.(0<<i Ai=<<15 —
7 (p mem ((process ¢ w) i)))))"
5. pick proc
lemma Pick proc Effectiveness:
" VsES. (s, pick proc F
AX Qw :istate.(next running proc w)=

pick ps 0 15))"

2. (Process Dis-
patch Integrity, PDD). s0
’ SO 1)

theorem PDI:
"s0 = AG
(Vs€ S, piiprocess.(s,(schedule p) |
AX Qw :istate. i (0=<i Ni<{15 A\
p mem ((process qgw) i))))) N
(VsES, p::process.(s,(dequeue p) |
AX Quw :istate. Vi, (0<<i Ni<<15—
7 (p mem ((process gw) 1)))))) N
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(Vs€ S.(s, pick proc |
AX Quw ::state.(next running proc w)=
pick ps 0 15)))"
3. 4. 5 , VTOS
SO ’
3. (Interrupt Handle
Integrity ,IHD). sO s
s0 ,VTOS
. 5 Isabelle
theorem THI:
"s0 =AG (VsE€ S.(s,interrupt handle |- 5
AX (Qw ::state.
(Uintr source s)=INTR DISK —
(sys buff ) =data from disk)\ .
.sys bu f fer w ata from st ’ VTOS
(CGintr source s)=INTR KEYBOARD — OSOSM VTOS
(sys buffer w)=data from input))))' ’
. step s
SysInterrupt handle ,VTOS 0S
, Isabelle/HOL
apply(simp add:
step sat def sat def Syslnterrupt handle def) ’ VTOS
apply(case tac intr source)
apply(auto) OSOSM
done , (ON)
“case tac intr source”
intr source ,
1 . VTOS , C . ,
Isabelle/HOL
23k SLOC(Source Lines Of Code) ,
15min (domain theory) (type
1 theory)
Hardware Dell Studio XPS 9100 Standard Installation
CPU Intel 17 930 2. 8GHz
Memory DDR3 SDRAM 3G
OS openSUSE Desktop 11. 3 Standard Installation

Isabelle Isabelle2009-2 bundle x86-linux Standard Installation

Isabelle 5 . “No subgoals”
Isabelle ,
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VTOS microkernel operating system related in this
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Key Laboratory. The object semantics model OSOSM
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In the paper “Qian Zhen-Jiang, Liu Wei, Huang Hao.
OSOSM: Operating system object semantics model and
formal verification”, the authors proposed and illustrated the
OSOSM model, and took the VMM module in VTOS as an
example to explain the specification and verification of isolation
property of process objects. From the aspect of microkernel
of VTOS, this paper describes the system design and analysis
of security requirements, and mainly elaborates the problems
in the design process of VTOS with OSOSM. Meanwhile, this
paper illustrates the formal description and strict definition of
security requirements, such as integrity of system effective-
ness and isolation of process behavior. This paper also uses
Isabelle/ HOL theorem prover to verify the consistency
between system design and security requirements, and shows

that VTOS achieves the desired security.



